Abstract-CMOS devices have been used to build hardware security primitives such as physical unclonable functions. Since CMOS devices are relatively easy to model and simulate, CMOS-based security primitives are increasingly prone to modeling attacks. We propose memristor-based Public Physical Unclonable Functions (nano-PPUFs); they have complex models that are difficult to simulate. We leverage sneak path currents, process variations, and computationally intensive SPICE models as features to build the nano-PPUF. With just a few hundreds of memristors, we construct a time-bounded authentication protocol that will take several years for an attacker to compromise.
INTRODUCTION
Physical Unclonable Functions (PUFs) leverage random physical disorders in the IC design process to produce unique responses (outputs) upon the application of challenges (inputs) [1] . PUFs are hardware-based secret key based mechanisms. Their unique responses are used to i) secure software execution on a processor [2] , ii) active metering of ICs to prevent over production [3] , iii) device authentication, iv) trusted configuration of FPGAs [4] , and v) encrypted storage [2] .
The strength of a PUF lies in the assumption that the attacker cannot model the PUF circuit and thereby cannot predict the response for a given challenge. However, researchers were recently able to model a PUF and predict its responses using machine learning techniques [5] .
A. Public PUFs
A variant called the Public PUF (PPUF) has been proposed [6] . Unlike a PUF, the simulation models of a PPUF circuit are publicly available. While an attacker can simulate the PPUF for a given challenge to obtain a response, the simulation time is too large (several years) compared to the time it takes to apply the challenge and obtain the response on the PUF (a few seconds). The PPUFs [6] use several hundreds of thousands of XOR/XNOR gates to achieve this level of security (i.e. several orders of magnitude difference between simulation time and execution time).
B. Nano-PPUF
We proposed a PPUF using nanoscale memristor device (the nano-PUF). We use a memristor-based crossbar to build nano-PPUFs as shown in Figure 1 . Inputs (challenges) to the PPUF are applied from the left, and outputs (responses) from the PPUF are observed at the bottom. The triangles in Figure 1 represent points where the internal voltages can be observed. The following features of memristors are the basis for their use in a nano-PPUF. x Its simulation model is complex.
x It is bidirectional device and sensitive to process variations. x For the same size of a CMOS PPUF [6] , a very large number of memristors can be packed on chip, forcing the attacker to put more effort to generate the corresponding response on a simulator. x Memristors are CMOS-compatible.
C. Time-bounded authentication
Consider the situation where Bob requests Alice to authenticate him. Bob has the nano-PPUF. The time-bounded authentication as shown in Figure 1 works as follows:
1. Alice obtains the simulation model of Bob's nano-PPUF from the public registry. 2. Alice randomly picks a challenge (V in1 , V in2 , etc.) and sends it to Bob. 3. Bob applies this challenge to the nano-PPUF that is in his possession. He sends the response (V out1 , V out2 , etc.) to Alice. This takes an order of several nanoseconds (ignoring the network delay for now). 4. Alice picks a subsection of Bob's nano-PPUF, say the 2×2 section at the left-bottom of the crossbar in Figure 1 . She then requests from Bob the voltages at the boundary of the selected section (e.g., V C , V D , V E , V F ) shown as red points in Figure 2 . 5. Bob measures these voltages and sends them to Alice. 6. Alice simulates the selected section for the given challenge and the boundary conditions ( 1. Chris can obtain the simulation model of Bob's nano-PPUF from the public registry, simulate with the inputs provided by Alice and then send back the outputs. However, Chris will require more time to simulate than Bob and so Alice will reject Chris's reply. 1 2. Instead of simulating the entire system, Chris could choose a subsection and Alice might coincidentally choose the same subsection for her simulation. Then Chris' output will match Alice's simulation results. However, the probability of this coincidence is low if the number of possible subsections is numerically large ( >10 10 ). While there was an earlier work on using crossbars as PUF, they do not produce any simulation results on PUF's cryptographic properties [16] . In this work, we support our claims using simulation results. Furthermore, nano-devices are previously used for trusted sensing [17] .
II. PRELIMINARIES

A. Memristor-based crossbars
An N×N crossbar consists of two sets of N wires running perpendicular to each other. A resistive device such as a memristor is grown at the crosspoints.
Memristors are resistive devices fabricated by placing a metal oxide (such as TiO 2-X ) layer with oxygen vacancies, on a perfect metal oxide (TiO 2 ) layer, and sandwiching them between metal electrodes [7] . When a large positive voltage difference is applied across the device over a period of time, its memristance will change to M on (ON state). If a negative voltage difference is applied over a period of time, the memristance will change to M off (OFF state). In between M on and M off states, memristors can exhibit several additional states which change as a function of voltage and time.
The memristive device fabricated by HP [7] is considered in this paper. Lateral dimensions of this memristor are 50 nm × 50 nm and the oxide thickness is 50 nm. M off is 121 MΩ and M on is 121 KΩ. The high M off to M on ratio (≈1000) and CMOS compatibility features facilitate in building crossbar based structures [7] .
When M off >> M on , the relation between the memristance of the device M(φ(t)) and flux φ(t) at time t is given as [9] :
where ρ on and ρ off are the resistivities of the TiO 2 layers with and without oxygen vacancies, respectively. L, W, and D are the length, width, and thickness parameters of the memristor, respectively. The parameter η (±1) is the polarity of the applied voltage signal and μ is the mobility of the ions.
B. Effect of variations
The memristive behavior is primarily affected by (i)the thickness of the oxide layers or device thickness, D, (ii) the lateral dimensions of the device, L and W and (iii) the doping concentration of the oxygen vacancies in the TiO 2-X layer, μ.
. From Equation 1, variations in the lateral dimensions (L and W) are inversely proportional to the memristance values. The effect of process variation in D on memristance is highly non-linear; memristors are more sensitive to variability near M on than near M off . The memristance values differ by several orders of magnitude (10 3 ) due to variation. This feature is exploited to produce unique hardware signatures.
C. Developing simulation models
Accurate simulation models of the nano-PPUF are necessary for time bounded authentication. This model can be developed only if all memristors in the crossbars are characterized in terms of their physical properties such as length, width, thickness, and doping concentration. This characterization can be done either by directly measuring the physical parameters of the individual memristors using sophisticated microscopes [11] , or characteristics such as delay and power and then solve systems of equations [12] .
III. DESIGN OF A NANO-PPUF
The strength of the nano-PPUF relies on 1) the simulation of the nano-PPUF by an attacker (Chris) is computationally infeasible and 2) there are a large number of subsections of the nano-PPUF that Alice can pick for her simulation.
A. Memristor-based crossbars
Computational complexity in terms of the simulation of a nano-PPUF depends upon 1) the complexity of the memristor model and 2) the complexity in simulating a crossbar. Memristor simulation models tend to be complex because they include computationally intensive operations such as the integration and square root for each device as shown in 1 Our analysis indicates that if the crossbar size is reasonably high, then the simulation time will be several years. Figure 2 . Chris, an attacker, can perform any of the two attacks to fake Bob's identity: 1 simulate Bob's nano-PPUF model which will take several years, 2 pick a random subsection (a 2×2 square) and simulate it. Then, tweak the outputs and boundary conditions to match the simulation results of that subsection. 2 Conventional memory design uses a reduced simulation model of the devices in the sneak paths for corner analysis where every device is assumed to have the same resistance value. An attacker cannot use a reduced model because the crypto-properties are based on the fact that the resistance values are different due to process variations. Equation 1. The simulation of a crossbar is hard as there is an exponential number of paths from an input to an output if the devices at the crosspoints are bidirectional 2 .
There are two kinds of paths in a crossbar. In a direct path, current flowing from an input (row) to an output (column) is the function of the resistance of the device at the crosspoint of that input and output. In sneak path, the current flowing from an input to an output is a function of resistance of devices at other crosspoints in the crossbar.
If Chris wants to simulate and obtain an output for a given input, he has to evaluate the current flowing through all the sneak paths. Increasing the size of the crossbar exponentially increases the number of paths and thereby Chris's simulation time is exponentially increased. As there is an exponential number of sneak paths and N outputs in a crossbar, the simulation time for Chris is given by N × 2 N ×t memristor, sim .
The size of the crossbar also affects Bob's delay in obtaining an output. On applying an input, the current flows in parallel through the sneak paths and reaches the output. As there are N 2 devices in the crossbar, the execution time, t exe , is N 2 × Delay memristor . Notice that increasing the crossbar size exponentially increases Chris's effort but increases Bob's execution time quadratically.
B. Polyominoes
Alice needs to select a section of the nano-PPUF to perform her simulation to authenticate Bob. The constraints on this selection are: To satisfy these constraints, we use polyomino shapes. The total number of possible polyomino shapes with M cells is exponential as given by the Equation 2 [13] : Now consider the impact of polyomino size and crossbar size on the different parties involved in an authentication session. Bob needs to apply the inputs to the system and get the response as fast as possible. Decreasing the crossbar size helps Bob obtain the output faster but the crossbar must remain large enough to protect from Chris, the attacker. Alice needs to simulate a single polyomino from a set of exponential polyominoes to obtain a response. Alice's simulation speed can be improved linearly by decreasing the polyomino size.
Chris can do one of two things. First, he can simulate the design for all possible challenges and obtain the response. But for large crossbars the simulation becomes exponentially harder. Alternatively, he can randomly select a polyomino, simulate it, and reply back to Alice as fast as possible, hoping that Alice will pick the same polyomino. Increasing the size of the polyomino exponentially increases total number of possible polyominoes, reducing the probability of this coincidence.
C. CMOS voltage sensors
In order for Alice to simulate the selected polyomino, she needs the voltages at the boundaries of that polyomino. Bob' nano-PPUF should have accurate voltage sensors, to measure the voltages similar to those in [10] .
IV. RESULTS
A. Experimental setup
Simulation models of the memristor device fabricated in [7] were developed based on Equation 1 using LTSpice. These devices switch from ON to OFF or from OFF to ON at the rate of 10 -9 seconds [7] . To analyze the effect of process variation, we varied the thickness of the devices. We applied all possible challenges for a 4×4 crossbar on 100 different crossbars to determine the uniqueness of responses. The simulation time for polyominoes and crossbars were obtained using LTSpice.
B. Polyomino size-M
Increasing the polyomino size exponentially increases the number of possible polyominoes but also linearly increases the simulation time for Alice. Figure 4 shows the number of possible polyominoes and the simulation times for different sizes of polyominoes in a 20×20 memristor-based crossbar. The left-side Y-axis is log scaled while the right-side Y-axis is linearly scaled. One can infer from the figure that even for a small size of the polyomino such as 20, the number of possible polyominoes is more than a billion. Chris does not know which of these billion polyominoes that Alice will select for her simulation. With a polyomino size of 20, the simulation time for Alice is around 2.5 seconds which is feasible to perform real time authentication. 
C. Size of the crossbar-N
Increasing the crossbar size exponentially increases the simulation time for Chris but also quadratically increases the execution time. As shown in Figure 5 , even for a 20×20 crossbar, the simulation time is several tens of years (10 9 ) seconds. However, Bob, who has the nano-PPUF, can obtain the response within several microseconds. The difference between the simulation and execution time is 10 15 seconds and is the basis for a secure time-bounded authentication protocol.
D. Unique responses
To analyze the proposed nano-PPUF for producing unique IDs, we used two different metrics: i) the intra-crossbar Hamming distance (Hamming distance between the responses from a crossbar upon application of two different challenges which differ by 1-bit) and ii) the inter-crossbar Hamming distance (Hamming distance between the responses from two different crossbars upon application of the same challenge). Ideally, both of these metrics should be 50%.
The second and third rows of Table 1 show the inter-and intra-crossbar Hamming distances, respectively. It can be seen that the average is 49% in both the cases.
V. CONCLUSION
While conventional VLSI design tries to eliminate sneak paths, reduce effects of process variations, and build compact simulation models, we leveraged these factors to build a security primitive. Even with just a few hundreds of memristors, we were able to build a PPUF which will take several years for an attacker to simulate. Furthermore, the developed nano-PPUF is more robust to changes in temperature then CMOS devices [14] and is rad-hard as memristors characteristics are not affected by radiation [15] .
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